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thorou ghly and linked the techn ological subject matt er with social, economic political
and cultural aspec ts of society. The qu estion of whethe r there is an information society
is not answered and is not really relevant. Fa r more imp ortant are identification of the
changes that ha ve been and are occur ring in our society du e to information and
information technology and what the future holds for us.

M ar tin has organi sed the material in the book in a logical, easy to understand format.
The paragraphs and chap ters flow int o one ano ther in a logical manner guiding the
read er along th e path he has cha rtered. He sta rts out dealing with basic definitions and
discussions on basic conce pts and then leads into existing and futur e information
tech nologies. Deb atin g wh eth er inform ation is a com mo dity , he explores the effect of
inform ation eco no mics on the social, cultural and political areas of society. Building up
from this background he assesses the impac t of these cha nges on society. He then gives
an ove rview of inform at ion-based industries and informati on man agement ending with
a chapter on th e global effects of the cha nges.

M artin expresses him self in a clear , concise manner . The book is easy to read with out
being too simplistic. His enthusiasm comes out when describin g subjects such as
con vergence, and his sense of social justice appears frequ ently in his empathy for the
developing nations and consume r rights. H e presents the material in a stra ightforwa rd,
objective manner and does not advocate a particular theoretical or ideological point of
view (which thi s reader finds refres hing). However , in chapter seven M artin has included
a lot of ind ustry sta tistics, which does not ad d to the value of the story and could just
as well be left out.

When judging the success or failure of a book, one mu st conside r the target audie nce
and wh eth er th e author succee ded in his or her puqJose. Martin 's sta ted puqJOse was to
relate the growth in communications, telecommunications and computing to globa l
tre nds such as the dem ographic crises of over popul ation , enviro nmental challenges,
biotechnology and north- sou th tensions and oth er social issues. He acco mplishes this by
constantly examining the social, cultural and pol itical impli cat ions of various technologies
th rough ou t the text and by the way in which the material is organised. No wri ter can
prod uce a book that pleases every person. Martin's book is outdated in some of its
information, does not take an ideo logica l stand, does no t offer an in-depth ana lysis and
assessme nt of the imp acts of the changes in information and inform ation techn ologies,
and does not offer anything new for read ers who are authori ties in the field. It is,
however , very well referen ced, very compre he nsive and informative, and provides the
reader with a good background on the subject and directions for furth er study. It
provides a good understanding of the processes of the information age and their imp act
on social structures. I recommend the book for students, first time readers and to
lecturers as a text book.

Walter Dandridge
Murdoch University

Perth, Australia
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The basis for this book can best be summed up by the ancie nt Latin proverb: Occasio Facit
Furem (opportunity makes a thief). It is because of this that we have police, laws and
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gove rn me nt. Govern me nts and individuals do not always ag ree, however, thus we have
man y different gove rn me nts and jurisdiction s. 'V e live in a world of nation-states, eac h
sover eign in its own right and each exac tly de-limit ed by borders. This system and its
rul es have developed slowly and often painfully over thousands of yea rs. Now, in just a
few short yea rs, along comes the Int ern et and Electroni c Commerce that suddenly and
strikingly displays the ina dequacies of this terrestriall y based system of laws .

Borders in Cyberspace discusses the 'opportunities' for misdeeds on the Internet and th e
various ways in which the present system of laws and j ustice are inadequ a te to deal with
them. From the outset the book clearl y establishes the not ion that 'cybe rspace' is a place,
or rather, it sho uld be treated as one that is distinct from any othe r, j ust as coun tries are
distin ct from on e ano ther. It argues that traditi on al laws ca nno t read ily be applied and
that new rules and laws need to be develop ed for this place, as well as a system of
governance, enforce me nt and dispute reso lution.

The book is made up of 12 excellent chapters covering som e of the most visible
aspects confronting lawmakers in this world of cybe rspace. It has been compiled by the
newly esta blished C entre for Law and Information T echnology at the Harvard Law
School in collaboration with the Science, T echnology and Public Policy Program, the
Centre for Business and Government at the John F. Kennedy School of Government,
and the Globa l In form ation Infrastru cture Co mmission. The book marks the public
debut of the H arvard Centre and du e to its qu ality, sho uld form the basis for future work
in this importan t ar ea. Interestingly and entirely appropriately for a boo k of this kind, all
of the authors' e-mai l addresses and Web sites are included at the end.

The book is divided into two discrete sections, prefaced by the ed itors Brian K ah in
and Cha rles Nesson . T he first section, entitled 'Life and Law on the Frontier ' , discusses
the nature of cyberspace and its characteristics in terms of globalisation, democracy and
com me rce. It also an alyses the 'process' issues raised by cyberspace such as jurisdiction ,
conflict of laws, extraterritoria l enforcem ent and effect, harmoni sation , a nd alternativ e
dispute reso lution. The seco nd section of the boo k, entitled 'Issues Across Borders' ,
tackles some of the trans-border probl em s cybe rspace has created in areas such as
in tellectu al prop erty, censorship, privacy, cryp tography, gove rn me nt information and
co nsumer protection.

The first cha pter, by David J oh nson an d D avid Post, sets the stage for the book by
argu ing th at cybers pace should be treated as a separate place with borders de-lim iting
its op eration . It should thu s be entitled to form its own jurisdiction and the authors
exemplify this with examples of how traditi on al jurisdictions are difficult to apply to th e
Internet and almost impossible to enforce . By far and away th e most important point
made here is that becau se physical location in cybe rspace is irrel evant, how does one
determine wh ich jurisdiction should apply? If one country sho uld exert its contro l ove r
the Internet , becau se of its globa l presence, then all othe r countries sho uld have the right
to do the same. They use examples of the variance in tradem ark law from country to
country to show how unworkabl e this has become . T he au tho rs propose a new
jurisdiction for the In tern et , with ru les that will be different from land-based laws, which
would prim arily be self-regu latory and consensus dri ven.

In grid Volkm er, in the seco nd cha pter, places the Intern et in the broade r context of
global com munica tions, which also includes the broad cast media. She ra ises the problem
of cultural sovereignty and global information flows. The Internet has become a global
marketplace not only for goods and services, but also for the news media and
information. Given that access from anywhere means access to everywhere in
cyberspace, centralised global media conglome ra tes are changing the way news is
delivered. Worldwide cybe rcasting represen ts a new ph enomenon whe re the public
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is treated as a glob al homogenou s gro up, instead of mad e up of region al and cultural
diversity. Vo lkmer's piece provides an int eresting summary of the differing globa l
networks that have emerged, man y of which are unlike their traditiona l predecessors. For
example, she explains how Reuters has been transformed from a dir ect news service into
a news wh olesaler and the N ew York Times syndicate, previously confined to print
media, now has 15 constantly updated web-sites around the globe . Information is
increasingly being commo dified, which she argues leads to a decl ine in tra ditiona l
cultural values.

The third essay, by J oel Reidenberg, extends the first chapter by calling for
recogniti on of Int ernet and other networks as semi-sove reign. The Global Information
Infrastru cture (GIl) poses cha llenges to the fund am ent al foundation s of governme nt.
Nationa l borders lose their imp ortan ce in cybers pace, while network borde rs gain
prominence. He argues that a new network governance must emerge that can cope with
the complexity and shifting power bases of the Int ern et an d shift the role of the sta te
toward th e crea tion of an incentive struc ture for network self-regulation.

Chri stopher Ked zie talks of a 'co incidence of third waves' , by whi ch he essentially
mean s dramatic changes . H e bases th is article around the argument that the increases
in global communicat ions and the free flows of information are leading to a more
democratised world. He uses statistical analysis of the correlations between e-mail and
de mocracy to conclude that ind eed ' [these] tests . . . consistently verify that interconnec
tivity is a powerful predictor of democracy, mo re so tha n any of democracy's traditional
correla tes' (p. 125).

Chapter 5, by Michael Froomkin , takes up the issue of censors hip and the Internet
as a source of regulatory arbitrage . Essentially, most attempts at contro l have been
fru itless he argues because th e Int ern et is like the fabled H ydr a, you cut off one head and
another appears. H e explains the technical details of how the use of packet switchin g,
cryptography and ano nymity keep the 'hydra' alive in the face of pressures from centra l
gove rn me nts and regulators. He argues tha t these issues pose conseque nces for the
ph ysical system in terms of tax evasion, sensi tive data flows across borders, and the ability
of consume rs to choose prod ucts offered beyond national borders. This will be most
significant when the product or service is primarily information based ; where they
involve physical goods the effect may not be that d ram atic. Finally Froomkin supports
Kcdzic's assertions that the Int ern et prom otes democracy an d liberal values over all else.

T he last cha pter in Section I tackles the legal aspects of j urisdiction in cyberspace.
H en ry Perritt conj ures an int eresting qu an dary of the legal probl ems with cyberspace
whose j urisdiction applies to a defam atory message that is written in M exico, read by
someo ne in Israel , by means of a server in the US, that injures the reputa tion of someone
in No rway? H e explores th e j ur isdiction of the eour ts in their ability to prosecute issues
arising from the Internet. It has been the case recen tly that int ermediaries, such as Web
Servers have been hauled through the cou rts, becau se they are the mo st tangible ac tors
and the on es that provide or host web content. This is a contentious issue to say the least
and Perritt, th rough analysis of the current inadequate stru cture, prop oses the formation
of other int ermediaries to act as arbitrators and regulators. In this, he sites the
developmen t in the US of th e Virtual Magistrate Project and the progress needed to be
mad e in the international court of justice and extra dition treaties that may have to
provide punitive pen alty support to the cyber judge.

Wh ereas the first part of Border in Cyberspace deals with the genera l issues of the law
and the Internet, Section 2 gets to grips with six parti cular issues.

Firstly, a chap ter by Dan Burk takes a look at the issue of data piracy, where
opportunities for the thief abo und and the chances of getting caught are slim. H e does
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not go into the detail of what or how these pirates steal data. He offers, through theories
on public goods, competition and public choice, an argument that the Internet will
provide for international competition and the strengthening of international copyright
law and intellectual property rights and the role of the World Trade Organisation.

Victor Mayer-Schonberger and Teree Foster discuss free speech and the GIl. They
highlight the national need to limit free speech in socially unacceptable topics such as
libel, pornography, subversion, abuse and obscenity. They observe governments attempt
ing to impose these social values of acceptability onto the Internet and thus other nations
and societies. They conclude that the only way forward is the development of inter
national agreement on a basic Jus cogens legal document that limits free speech regulation
to the most specific and defined areas of human rights denials including slavery,
genocide, torture, etc. They hope that the international cooperation involved would lead
to regulation that would be both feasible and sensible.

Robert Gellman discusses the issue of privacy in the context of the growing mass of
data in cyberspace. He notes that national government efforts to protect personal data
have increased greatly with the rise of electronic databases in the last 20 years. Certainly
the rise of the Internet has increased the uncertainty over what corporations and
individuals may do with personal information and questioned the ability of countries
to regulate the use of its citizens' information. He argues that overt international laws to
protect privacy will be impossible to attain or enforce, rather Gellman argues for the
encouragement of self-regulation and cooperative privacy codes as the way forward.

Encryption of information over the Internet is tackled by Richard Barth and Clint
Smith. They compare the policies of the US, France, Russia, China, Israel and Japan.
Essentially governments are concerned about encryption because of its ability to diminish
national security. Cryptography is thus regulated by many states in the three areas of
import controls, export controls and use controls. However, due to the rapid growth in
the sophistication of cryptography and the wide access to them via the Internet, controls
have become ineffective. The authors conclude that governments will lose all controls on
encryption unless an immediate international consensus is reached.

Peter Wiess and Peter Backlund discuss the role of government information policy.
There are calls in many nations for open and unrestricted access to government
information, and it can be argued as a basic tenet of society. Many governments,
however, are reluctant to fully provide for this for national security, cost and efficiency
reasons. Some argue for the commercialization of government, seeking to derive revenue
from its data. Wiess and Backlund use the example of meteorological data, which
traditionally was offered for free as a social service. The UK, for example, is now
charging for it. They conclude that the desire for governments to commercialise is
increasing but warn that free flows of information are crucial for science, environmental
research and commerce.

The final article, by John Goldring, discusses the cyberspace phenomenon from the
point of view of consumer protection. Yet again here is an area where present national
laws remain inadequate to deal with the potential problems in electronic commerce.
Goldring postulates on the lack of recourse for consumers purchasing goods or infor
mation over the Internet, especially since the geographic origin of the provider may be
unknown. He uses examples from the Australian consumer law perspective. Goldring
concludes that market forces and consumer confidence may well prevail in the long term
to drive out the cybershark. However, he argues that the nation-state regulatory system
is the best we know of and national regulation must be implemented to protect
consumers against the unscrupulous predators lurking in the ether.

Borders in Cyberspace is a comprehensive work on some of the difficult issues facing the
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en tire world relating to the safe, fair and equitab le operation of this new frontier called
the Intern et. The book is a worthwhile read for anyone interested in the Intern et and
elect roni c commerce and I would say it is a must for anyone involved in the policy or
commercia l arena of cyberspace. I'm sure this book will becom e a foundation for mu ch
furth er work in the developm ent of new laws an d regulation of the Int ernet.

James B. Campbell
Murdoch Unioersuy

Perth, Australia




